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1
SYSTEM AND METHOD FOR EXTENDING
CLOUD SERVICES INTO THE CUSTOMER
PREMISE

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application claims priority to U.S. provisional appli-
cation Ser. No. 61/431,270 filed Jan. 10, 2011, entitled “Sys-
tem and Method for Extending Cloud Services Into the Cus-
tomer Premise,” which is incorporated herein by reference in
its entirety.

TECHNICAL FIELD

The present invention relates generally to methods and
systems for providing cloud-based computing services and
more specifically providing cloud-based management of on
premise corporate resources, such as email or directory serv-
ers.

BACKGROUND

The general trend in corporate network management is the
addition of mobility of users of the corporate network.
Whereas traditional corporate networks have included aLAN
and local desktop devices, the recent trend has been the intro-
duction of mobile devices, such as smart phones, that are used
by employees to work remotely. While allowing users to work
remotely is desirable within an organization, from an IT per-
spective the mobility of users can present certain challenges.

A common challenge in organizations that allow mobile
access to users is the need for reliable security solutions. For
example, users within an organization may use several differ-
ent platforms for accessing resources within a network. Users
may use smart phones, such as Blackberries, iPhones, and
Android devices, tablet computing devices, such as iPads or
similar offerings with other mobile operating systems, lap-
tops, or home desktops. The diversity of devices and operat-
ing systems employed by these devices can make it difficultto
ensure security when users access computing resources
within an organization’s network.

A common solution requires creating security policies for
a given mobile platform. For example, an organization may
require that all iPad users use a strong password to protect
their devices. The policy may also include the requirement
that certain applications (e.g. blacklist applications) not oper-
ate on the device when a user is accessing computing
resources within an organization. The policy may also include
the requirement that certain applications, such as an applica-
tion that allows a remote wipe of the device, be installed and
running at the time of network access.

The rapid evolution of threats and the rapid changes in
mobile devices accessing an organization’s resources can
make maintaining policies to keep up with threats difficult for
IT administrators. As a result, organizations often maintain
mobility management applications or other security software
that ensures compliance of devices with security policies.
These applications traditionally operate on local servers,
allowing management applications to interface with local
resources, such as Exchange servers and BlackBerry Enter-
prise servers (BES). However, the need to maintain these
applications locally requires an organization to maintain
dedicated hardware for the applications, and can make it
difficult for an organization to keep up with changes to the
applications, maintain current versions, and scale applica-
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tions to meet growth in an organization. Accordingly, main-
taining these applications can be a burden to IT resources.

A common trend in general software includes moving soft-
ware outside of organizations to provide the software as a
service. This so-called cloud-based approach has certain
inherent advantages. For example, as an organization grows
or the software updates, the user of the software need not be
burdened with these updates and can easily scale the software
to meet his needs. A cloud-based solution also provides cer-
tain billing options that may not be easily available with
traditional on-premises managed applications. Whereas a tra-
ditional software licensing model may include selling soft-
ware on a per-seat, unlimited-use basis, cloud-based software
allows more flexibility, including the ability to bill customers
for monthly use, actual use, etc. Cloud-based software can
also be less intrusive or make it easier to outsource manage-
ment and maintenance of the software. Cloud-based software
can automatically give users access to updates as they become
available, rather than requiring a user to pay a maintenance
fee, or require a user to upgrade software each time an
upgrade becomes available.

While cloud-based software has inherent advantages for
certain types of software, a cloud-based approach does not
necessarily work well for other types of software. For
example, network management and mobile device manage-
ment software can be difficult to offer as a cloud-based solu-
tion. Whereas traditional network management software can
allow users to deploy policies that include changing the con-
figuration of local resources, such as Exchange servers, BES,
or user directories, the traditional security approach to cor-
porate networks makes allowing these types of changes dif-
ficult to implement via the Internet. For obvious reasons, an
organization does not typically allow changes to the configu-
ration of security policies on sensitive resources, such as
Exchange servers, via Internet connections. Instead, these
types of changes are typically explicitly excluded via firewall
policies. These firewalls, therefore, make it difficult to move
security applications, such as network management and
mobile device management applications, from a traditional
locally maintained software approach to a cloud-based
approach. There is therefore a need to enable applications that
configure local resources to be moved to the cloud without
sacrificing traditional firewall security.

SUMMARY

Applicants have recognized and appreciated that certain
problems with the prior art can be solved by providing a cloud
extension agent on a customer premise for interfacing, via an
outbound secure connection, cloud based services. The cloud
extension agent can reach the cloud based services through
existing firewall infrastructure, often without requiring
changes to the existing firewall security policies, thereby
providing simple, secure deployment. Furthermore, the
secure connection can enable substantially real-time commu-
nication with a cloud service to provide web-based, substan-
tially real time control of resources on the customer premises
via the cloud extension agent.

One embodiment is directed to a method for providing
network management services, including providing a cloud
extension agent for execution on hardware that is part of a first
local network, which is separated from the Internet by at least
one firewall. The cloud extension agent is configured to ini-
tiate a first connection to at least one external server over the
Internet using a standard internet protocol and receive, via the
first connection, a first set of instructions for management of
a first set of mobile devices that are managed by one or more
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local servers on the first local network. The cloud extension
agent is further configured to make changes to the configu-
ration of the one or more local servers in response to the first
set of instructions.

Another embodiment is directed to a method for extending
cloud services into the customer premise including providing
a cloud extension agent for execution on hardware that is part
ofa firstlocal network which is separated from the Internet by
at least one firewall. The cloud extension agent is configured
to initiate a first connection to a remote data-center over the
Internet, through the at least one firewall, using a standard
internet protocol and receive, via the first connection, a first
set of instructions for configuration of one or more local
resources on the first local network. The cloud extension
agent is further configured to make changes to the configu-
ration of the one or more local resources in response to the
first set of instructions.

One aspect of some embodiments of the present invention
further includes providing a web-based portal that allows a
user to configure the first set of mobile devices or other
resources, and in response to configuration changes initiated
via the web-based portal, creating the first set of instructions
to be sent to the agent via the first connection. Another aspect
of some embodiments of the present invention further
includes sending the first set of instructions to the cloud
extension agent in substantially real time. Another aspect of
some embodiments of the present invention further includes
sending the instructions using an XMPP protocol over the
first connection. In some embodiments of the present inven-
tion, the cloud extension agent is further configured to collect
status information pertaining to the first set of devices or
resources and report the status information to at least one
cloud-based service.

Another aspect of some embodiments of the present inven-
tion includes providing a web-based portal that allows a user
to manage the first set of mobile devices or resources via the
Internet. Still another aspect of some embodiments of the
present invention includes providing a web-based portal that
allows a user to remotely diagnose problems with one of the
cloud extension agent and the one or more local servers, via
the Internet. Yet another aspect of some embodiments of the
present invention includes providing a web-based portal that
allows a user to remotely upgrade the cloud extension agent
via the Internet. Still another aspect of some embodiments of
the present invention includes providing a web-based portal
that allows a user to publish network policies to the cloud
extension agent via the Internet.

One embodiment is directed to a method for providing
cloud-based management of mobile devices, including pro-
viding, at one or more remote data centers, a web-based
interface for management of policies for a first set of mobile
devices that are associated with a first corporate network and
maintaining, in a first database associated with the one or
more remote data centers, policy and configuration informa-
tion related to the first set of mobile devices. The method
further includes receiving, over the Internet, a first secure
connection initiated by a first cloud extension agent using a
standard internet protocol, and in response to policy changes
initiated through the web-based interface, sending control
instructions over the first secure connection to the first cloud
extension agent. The cloud extension agent is configurable to
configure resources on the corporate network based on the
control instructions.

One aspect of some embodiments of the present invention
includes receiving status information from the cloud exten-
sion agent reflecting the status of one or more mobile devices
in the first set of mobile devices and selectively presenting the
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status information to an administrator using web-based inter-
face. Another aspect of some embodiments of the present
invention includes receiving, over the first secure connection,
status information pertaining to the first set of mobile devices
from the cloud extension agent. Yet another aspect of some
embodiments of the present invention includes receiving,
over the Internet, a first secure connection initiated by a
second cloud extension agent using the standard internet pro-
tocol, wherein the second cloud extension agent is available
in the event of failure of the first cloud extension agent.

It should be appreciated that all combinations of the fore-
going concepts and additional concepts discussed in greater
detail below (provided that such concepts are not mutually
inconsistent) are contemplated as being part of the inventive
subject matter disclosed herein. In particular, all combina-
tions of claimed subject matter appearing at the end of this
disclosure are contemplated as being part of the inventive
subject matter disclosed herein.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying drawings are not intended to be drawn
to scale. In the drawings, each identical or nearly identical
component that is illustrated in various figures is represented
by a like numeral. For purposes of clarity, not every compo-
nent may be labeled in every drawing. In the drawings:

FIGS. 1A and 1B are system diagrams of a cloud-based
management system suitable for use with certain embodi-
ments of the present invention.

FIG. 2 is a flow chart and system diagram depicting a data
upload operation for use with certain embodiments of the
present invention;

FIGS. 3A and 3B are exemplary screenshots of device
views that can be displayed by the device view manager via a
web portal for use with certain embodiments of the present
invention;

FIG. 3C is a screenshot of alerts that can be displayed by
the alert manager via a web portal for use with certain
embodiments of the present invention;

FIG. 4A is a flow chart and system diagram depicting
publication of actions to a cloud extension agent for use with
certain embodiments of the present invention;

FIG. 4B is a screenshot of available actions that can be
displayed via a web portal for use with certain embodiments
of the present invention;

FIG. 5A is a flow chart and system diagram depicting
Policy Management flow for updating policies through the
web for use with certain embodiments of the present inven-
tion;

FIG. 5B is a screenshot of exemplary policy definition
views that can be displayed via a web portal for use with
certain embodiments of the present invention;

FIGS. 6A and 6B are screenshots of exemplary cloud
extension agent configuration views that can be displayed via
a web portal for use with certain embodiments of the present
invention;

FIG. 6B is a screenshot of exemplary cloud extension agent
configuration views that can be displayed via a web portal for
use with certain embodiments of the present invention;

FIG. 7 is a flow of screenshots of exemplary cloud exten-
sion agent configuration views that can be displayed viaa web
portal for use with certain embodiments of the present inven-
tion;

FIG. 8A is a flow chart and system diagram depicting
configuration of cloud extension agents through the web for
use with certain embodiments of the present invention;
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FIG. 8B is a screenshot of an exemplary cloud extension
agent configuration and settings view that can be displayed
via a web portal for use with certain embodiments of the
present invention;

FIG. 9 is a flow chart and system diagram depicting remote
diagnosis of cloud extension agents and resources through the
web for use with certain embodiments of the present inven-
tion;

FIG. 10 is a flow chart and system diagram depicting
remote updates of cloud extension agents and resources
through the web for use with certain embodiments of the
present invention;

FIGS. 11 and 12 are system diagrams of an exemplary
cloud-based management system configuration suitable for
use with certain embodiments of the present invention.

FIG. 13 is a flow chart and system diagram operation of
cloud extension agents for use with certain embodiments of
the present invention;

FIG. 14 is a flow chart and system diagram handover of
operations between two cloud extension agents for use with
certain embodiments of the present invention.

DETAILED DESCRIPTION OF EXEMPLARY
EMBODIMENTS

The present invention solves many issues of moving net-
work management to a cloud by placing a lightweight cloud
extension agent on a corporate network and using the cloud
extension agent to connect to a cloud-based network manage-
ment platform through any firewalls using standard secure
Internet protocols, such as HTTPS. By utilizing an Internet
protocol that is allowed by default by most firewalls (e.g.
HTTP/HTTPS via ports 80/443), the cloud extension agent
can communicate with the network management platform on
the cloud without requiring that an administrator reconfigure
a local firewall to allow cloud-based network management.
The cloud extension agent can then use instructions received
over the connection to configure local resources and servers
directly from within a corporate network. In this manner, the
firewall may be unaware that network management is taking
place from outside the corporate network. In addition, the
firewall can remain in place without needing to be reconfig-
ured or security policies needing to be changed. A firewall can
maintain strong security against intrusion, while allowing the
cloud extension agent to still interface with the network man-
agement platform outside the corporate network.

As used herein, a corporate network should be considered
a term for any network used by an organization that includes
resources, such as Exchange servers, that need to be config-
ured behind a firewall. Generally, a corporate network will
include at least one local area network that is local to the
organization. This can include campus networks used by
universities or other institutions or networks used by corpo-
rations or small businesses. The corporate network may be
large or small, and some networks may be maintained by a
local IT staff. A corporate network can further be composed
of multiple networks that interact with shared corporate com-
puting resources, such as BlackBerry Enterprise servers
(BES). A typical corporate network has a need for security
policies, including firewall policies and mobile device man-
agement policies for users of the network that access network
resources remotely (e.g. from outside the network), but it will
be understood that these individual features are not required
of a corporate network and the term should be construed
broadly. In some embodiments corporate networks are syn-
onymous with customer premises. It should also be under-
stood that references to corporate, corporations, organiza-
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tions, etc. may be interchangeable and are not intended to be
limited to commercial business organizations. While many of
the embodiments described herein are described with refer-
ence to corporate environments, these embodiments are
merely illustrative and can also apply to the computing envi-
ronment of any organization that has a need for remote man-
agement of network resources via a cloud-based approach.

As used herein, a cloud extension agent is a software agent
running on resources within a corporate network for purposes
of extending control of local resources to one or more data-
centers on the Internet. A cloud extension agent can be con-
figured to initiate an outbound secure connection through one
or more firewalls to interface with resources across the Inter-
net (e.g., open a connection to cloud-based resources via
HTTPS). Cloud extension agents may be further configured
to interface with servers or other resources within the corpo-
rate network through APIs, exposed network ports, or other
software protocols. This allows the cloud extension agent to
change the configuration of these resources. Some cloud
extension agents may further be configured to monitor status
of these resources, such as by accessing user profiles, poli-
cies, or device status information for mobile devices associ-
ated with users that utilize these resources. For example, a
cloud extension agent may be capable of reviewing the secu-
rity status of one or more mobile devices used by users of the
network. For example Exchange server and BES servers can
monitor and report devices configuration and status informa-
tion to the cloud extension agent. In some embodiments, a
cloud extension agent may be further configured to upload a
snapshot of information to the cloud-based network manage-
ment platform about resources on the corporate network and/
or mobile devices authorized to connect to the network.

Some embodiments of a cloud extension agent are suitable
for interfacing with corporate servers for maintaining secu-
rity policies related to mobile devices. Mobile devices, as
used herein, can include smart phones (e.g. Blackberries,
iPhones, Android phones), tablets (e.g. i0S, Android, Black-
berry OS, or Windows tablets), laptops, mobile computing
devices, PDAs, or any other device suitable for remote access
to corporate resources. Some embodiments are particularly
suitable for mobile devices having a mobile operating system
(e.g. 108, Android, Blackberry OS, or Windows Phone 7). In
some embodiments, a cloud extension agent can also be used
to configure security policies for any remote access to corpo-
rate resources, including accessing corporate resources from
other networks, including access from home networks via a
user’s home computer or from another corporate network. In
this manner, some devices, such as home desktop PCs or
Macs can also be considered mobile devices when allowing
mobility of user connections. In some embodiments, a cloud
extension agent is also suitable for configuring corporate
resources for other purposes that will be apparent to one of
ordinary skill in the art.

It will be appreciated that a cloud extension agent may be
used to configure any corporate resources via interaction with
cloud-based resources through a firewall, where the configu-
ration of corporate resources would typically be frustrated or
impossible by remote access through the firewall. In this
manner, a cloud extension agent effectively extends manage-
ment of corporate resources from the local network to the
cloud, where such an extension might not otherwise be fea-
sible.

FIG. 1A shows an exemplary computing environment for
use of the present invention. One or more cloud extension
agents 124 allow communication between external network
130 and customer premises 120. Customer premises 120 can
be, for example, a corporate network. External network 130
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can be, for example, the Internet, including any remote data
centers that provide cloud-based services. Within the cus-
tomer premises 120, local corporate resources and servers
122 (e.g. servers or other configurable resources, which will
be collectively referred to as corporate servers) provide
resource access to user devices 126. User devices 126 can
include computing devices such as mobile devices or com-
puters. These devices can include, for example, smart phones,
tablets, laptops, or any other device that a user may use to
remotely access corporate servers 122. Corporate servers 122
can include management services for providing access and
access control for user devices 126. For example, a corporate
server may include embedded device management for BES
and Exchange ActiveSync communication to allow user
devices 126 to access corporate e-mail and data. These serv-
ers 122 can also include third-party device management, such
as Microsoft System Center. This can further include third-
party access services and device management applications.
Corporate servers 122 can also include user directories such
as Active Directory in a Microsoft environment. This can
include authentication servers and user profiles. This can also
include any number of lightweight directory access protocol
servers.

Cloud extension agent 124 opens a connection 110 to one
or more external servers in cloud 132 through firewall 112.
Many firewalls restrict inbound connections. However, by
employing a cloud extension agent 124, connection 110 can
be initiated as an outbound connection through firewall 112.
This allows connection 110 to be made through firewall 112,
without the need for extensive changes to the policies of
firewall 112. Utilizing an outbound connection has several
advantages, including easy administration of cloud extension
agent 124 and firewall 112, without the need for specialized
training or complex configurations. In some embodiments,
connection 110 is initiated as an outbound HTTPS connec-
tion. Most firewalls 112 allow HTTP and HTTPS connections
in an outbound manner without additional configuration by
an administrator. For example, many firewalls enable TCP
ports 80 and 443 by default. Once initiated, connection 110
can allow real-time bidirectional communication between
one or more data centers on cloud 132 and cloud extension
agent 124, and can facilitate higher OSI layer communication
protocols. In this way, connection 110 is initiated as an out-
going connection through firewall 112, but allows control
instructions to be passed from external network management
platforms to cloud extension agent 124.

As explained herein, cloud extension agent 124 can include
a plurality of cloud extension agents. This can enable load
balancing, load sharing, redundancy, failover, or allow for
greater scalability. Cloud extension agent 124, therefore,
should be understood to include both embodiments where a
single cloud extension agent is used in embodiments where a
plurality of cloud extension agents is used.

One or more data centers within cloud 132 can provide
web-based interfaces for control, management, and viewing
of'status and configuration information. In this manner, some
embodiments of the present invention provide a web-based
management platform where interaction via a web interface,
and the remote data center can configure and monitor corpo-
rate resources and servers via cloud extension agents 124.
One example of a management platform suitable for imple-
mentation on cloud 132 is the MaaS360® suite of network
and mobile device management applications from Fiberlink
Communications Inc. Examples of the web-based interfaces
that can be provided by data centers and cloud 132 are
explained throughout. These interfaces can include, for
example, behavior, security and compliance monitoring
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dashboard 134, consolidated user view 136, policy manage-
ment interface 137, and device management and actions inter-
face 138.

Dashboard 134 can provide visibility information about
users and user devices 126 to an administrator via a web
interface. This information can include information about
compliance with policies, status information, configuration
information, or other information about user devices 126.
This can be displayed via a webpage that can include display
of the information in a dashboard fashion, which can include
hierarchal representations of information, including at-a-
glance statistical information about users and devices 126 as
awhole, or information about a specific user/device or group
of devices within the plurality of user devices 126. Informa-
tion about these individual devices or groups of devices may
be obtained by clicking on larger statistical representations of
status information of the larger group of user devices 126.

Consolidated user view 136 can also include dashboard
information via a webpage for displaying information about
users of user devices 126. Such information can include
behavioral information about individual users, such as the last
time he logged in, whether his devices are in compliance, or
which devices are associated with each user. It should be
appreciated that any number of web interfaces 134, 136, 137,
or 138 can be displayed as links or tabs from a common page
in a user of a web-based interface can easily move between
these various views.

Policy Management interface 137 can allow administrators
to access information about currently deployed policies on
corporate servers 122. Policy Management interface 137 can
also be used to facilitate the creation of new policies or
changes to existing policies. Policy Management interface
137 can therefore be used by an administrator to manage
security policies relating to user devices 126 and corporate
servers 122 via a web interface. This can allow rapid changes
to policies within customer premises 120 via the web.

Device management and actions interface 138 can be used
to view status information about individual devices and man-
age individual devices, such as allowing an administrator to
remotely wipe a given device. For example, if a user device
were to be lost, and administrator could use device manage-
ment and actions interface 138 to initiate a remote wipe of
sensitive data from the device. This interface can also be used
to facilitate updates to a device or changes to security settings
on the device, if available via the devices operating system.

FIG. 1B shows a system diagram that includes more detail
on individual components that may be available within a
remote data center that hosts the cloud-based management
platform 150. Cloud-based management platform 150 can be
a platform that provides one or more cloud based services,
such as a network management service. Accordingly, cloud-
based management platform 150 can be referred to as one or
more cloud based services. In some embodiments, the cloud-
based management platform 150 has visibility and control
components and is built on a modular design. The cloud
extension agent can be a proxy aware component that is
suitable for integrating with alterable third-party manage-
ment solutions, including Exchange ActiveSync and BES.
Cloud-based management platform 150 works with cloud
extension agent 124 via connection 110 to provide remote
administration services on customer premises 120.

In some embodiments, the cloud-based management plat-
form provides the following advantages. Working with cloud
extension agent 124, the cloud-based management platform
can extract device and user attributes and upload these for
display via a web interface or for use in segmenting the device
or user population for administration purposes. This can
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include various hardware inventory, network, security and
compliance and software inventory information about the
devices 126. This can include transactional views that can be
used to analyze and report this information. Furthermore, by
working with cloud extension agent 124 real-time actions can
be executed by cloud-based management platform 150 to
interact with user devices 126, such as lock, wipe, locate, or
change password. Additionally, cloud-based management
platform 150 can be used to provide global settings and policy
definitions, as well as management and assignments such as
maintaining pass code policies on all mobile devices associ-
ated with customer premises 120. This can allow an organi-
zation to manage the mobile devices connecting to its net-
work while outsourcing the management to a cloud-based
vendor.

Cloud extension agent 124 can communicate with several
front-end servers in one or more remote data centers. Bulk
upload server 152 can be used by cloud extension agent 124
to upload information about device configuration or configu-
ration and status information of corporate servers 122 and
user devices 126. At initialization, the amount of information
that may be loaded onto bulk upload server 152 can be rela-
tively large. In some embodiments, bulk upload server 152 is
a standalone server in a data center. In some embodiments, it
can be a software component operating on the same server
hardware as the other servers in the data center that supports
cloud-based management platform 150. Bulk upload server
152 can work with registration server 153 to create records for
newly registered individual devices or corporate servers,
upon receiving status information from cloud extension agent
124. Bulk upload server 152 and registration server 153 can
interface with device management database 154 to create and
maintain records for individual user devices or corporate
servers. For example, for new devices with no records in
device management database 154, registration server 153 will
create a new record. For devices having an existing record in
device database 154, bulk upload server 152 can update the
record in the database.

XMPP server 160 provides messaging services between
cloud extension agent 124 and device management database
154. XMPP is a standard protocol for real-time messaging
(instant messaging) utilizing an XML framework. XMPP can
be used to communicate over an HT'TP or HT'TPS connec-
tion. XMPP server 160 can be used to send control messages
to cloud extension agent 124, using an instant messaging
approach. By utilizing XMPP over a connection 110, such as
an HTTPS connection or a bidirectional communication over
synchronous HTTPS connections (e.g. XMPP over BOSH),
control messages can be sent from cloud-based management
platform 154 to cloud extension agent 124. Cloud extension
agent 124 can then execute these control messages and per-
form actions, such as changing configuration of corporate
servers 122. In this manner, actions (such as changing poli-
cies of these corporate resources and servers) can be carried
out using a simple outbound-initiated HTTPS connection
through firewall 112. Control messages in XMPP format can
have an extensible format that allows any type of control
message that may be suitable for an application.

Furthermore, because the communication of control mes-
sages is via an instant messaging protocol over a secure HTTP
connection, control can be done in a secure manner and in
substantially real-time. For example, the available instruc-
tions can be limited to simple instructions related to device
management policies that must be handled by cloud exten-
sion agent 124. Because an implementer of cloud-based man-
agement platform 150 and cloud extension agent 124 has
control of the library of available command messages sent
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over the XMPP channel, control can be implemented without
exposing corporate servers 122 to malicious attack. For
example, firewall 112 can still maintain all security that any
standard firewall would maintain, and corporate servers 122
can operate without exposing APIs or ports to the Internet.
Thus, while the configuration of policies relating to corporate
servers 122 can be controlled by cloud-based management
platform 150 via XMPP server 160, this control can be lim-
ited so as not to expose sensitive corporate resources to a
security attack. Furthermore, because XMPP server 160 only
communicates with cloud extension agent 124 via a secure
channel initiated by cloud extension agent 124, it would be
difficult for an attacker to take advantage of the communica-
tion. Because cloud extension agent 124, initiates the connec-
tion, cloud extension agent 124 can be configured to only
connect with a trusted XMPP server 160 assisted with a
trusted cloud-based management platform 150. A vendor that
maintains both cloud-based management platform 150 and
cloud extension agent 124 can therefore make it very difficult
for an attacker to spoof XMPP server 160. Similarly, the
scope of available commands can be limited to those related
to the management task being performed, preventing any
malicious use of the command received from cloud extender
124 from causing damage to corporate servers 122. In this
manner, a secure end-to-end connection between device man-
agement database 154 and configuration and status informa-
tion of corporate servers 122 can be maintained. This allows
management of corporate servers 122 to be essentially
extended to the cloud and cloud-based management platform
150.

Furthermore, because the XMPP protocol (or any similar
bidirectional messaging protocol) provides an efficient
means for communicating messages and is used in embodi-
ments of the present invention for control, actions can be
effectuated in substantially real-time. For example, once an
outgoing connection is initiated by the cloud extension agent,
it creates a secure, persistent messaging channel for messages
from the XMPP server. In some embodiments, actions initi-
ated by an administrator via a web interface for the cloud-
based management platform can be effected nearly instanta-
neously by sending messages to the cloud extension agent via
the XMPP server.

Furthermore, by using a secure connection through fire-
wall, using a standard Internet protocol and an instant mes-
saging control protocol to exchange control messages
between the cloud-based management platform 150 and the
cloud extension agent 124, the system can have advantages
over prior art configurations. For example, in prior art con-
figurations that use a demilitarized zone (DMZ), software can
be placed in a DMZ for communication outside a network
without having to go through a firewall. However, because the
DMZ does not interface external networks through a firewall,
the DMZ itself must be generally be quarantined from the rest
of corporate network. Therefore, if an agent was placed in a
DMZ there would most likely be a firewall between the agent
and the corporate servers that the agent seeks to configure. In
such a configuration, it would be difficult for an agent to
communicate configuration information to the servers,
because the corporate servers would not expose the ports
necessary for configuration to software in the DMZ. In con-
trast, in some embodiments of the present invention, the cloud
extension agent is on the same network as the corporate
resources being configured. Furthermore, there is generally
no firewall (or at least no full-security firewall) between the
cloud extension agent and the corporate servers. Accordingly,
corporate servers 122 can expose APIs and communication
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ports to the cloud extension agent 124 that might not other-
wise be available in the prior art configurations.

In some embodiments, the difference between bulk upload
server 152 and XMPP server 160 can be described as visibil-
ity versus control. Cloud extension agent 124 connects to bulk
upload server 152 to provide visibility information about
mobile devices connected to corporate servers 122. On the
other hand, XMPP server 160 provides control to cloud exten-
sion agent 124 so that cloud extension agent 124 can receive
commands for management of corporate servers 122.

In some embodiments, heartbeat server 162 can also be
used to allow further communication between cloud exten-
sion agent 124, and device management database 154. Heart-
beat server 162 can be used to manage cloud extension agent
124 itself. For example, if an update is required to the con-
figuration information of the cloud extension agent or a new
software update is available, this information can be con-
veyed via heartbeat server 162. XMPP server 160, on the
other hand, generally provides real-time communication of
commands for cloud extension agent to execute during nor-
mal operation. Heartbeat server 162 can be used for admin-
istrative tasks that do not require real-time implementation. A
heartbeat server is generally a server that is configured to
exchange data with a cloud extension agent at a regular inter-
val. In some embodiments, the mechanism used is polling by
the cloud extension agent at a predetermined interval. The
heartbeat server can be further configured to determine that a
cloud extension agent has failed to check in within a prede-
termined threshold time, indication an error with the cloud
extension agent. In some embodiments, cloud extension
agent 124 polls heartbeat server 162 every 6 minutes, while
some embodiments utilize a shorter or longer heartbeat inter-
val. This allows cloud extension agent 124 to be updated and
managed separately from the execution of commands to con-
trol corporate resources, 122, without burdening network
bandwidth. It should be appreciated that any polling interval
can be chosen as appropriate.

In some instances, cloud extension agent 124 can also
communicate with file server 164 to download updates to
cloud extension agent software, etc. This can prevent large
data transfer from burdening heartbeat server 162. In some
embodiments, bulk upload server 152, XMPP server 160,
heartbeat server 162, file server 164 can be separate servers or
parts of the same hardware or software server.

Device management database 154 provides a central
repository for control information and visibility information
used by cloud-based management platform 150. This infor-
mation can include device configuration and status informa-
tion, such as information received by bulk upload server 152.
This information can also include information related to com-
mands that are sent to cloud extension agent 124 via XMPP
server 160 or information about updates to be sent to cloud
extension agent 124 via heartbeat server 162. It may also
include information used for accessing appropriate files to
upload or download via file server 164. It will be appreciated
that any appropriate database may be used including a single
database or separate databases for separate purposes or direct
mailbox/buffer communication between the front-end serv-
ers 152, 160, 162, and 164, and the various user interfaces. It
should be appreciated that device management database 154
is not be limited to a database and other appropriate comput-
ing structures can be used in different embodiments.

Cloud-based management platform 150 also includes vari-
ous user interfaces and managers that can be used by a user
172 interact with visibility or control of user devices. Device
view manager 156 can be used to access and organize device
information stored in the device management database 154.
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An example of the type of interface that may be provided by
device view manager 156 is shown in interface 138.

Policy manager 157 may be provided to allow a user to
easily manage, create, organize, and edit policies that will be
deployed on customer premises 120. These can include any
type of device management policies that are appropriate for
the application, including security policies that will be used
by enterprise servers for ensuring secure access by user
devices 126.

Alert manager 158 may be provided to allow an adminis-
trator to utilize filters to monitor conditions in the customer
premises 120. For example, e-mail or SMS alerts may be
provided by alert manager 158 when certain devices fall
below a compliance threshold. This can be used by adminis-
trators to determine on a real-time basis which devices need
immediate updates or to quickly learn when the overall health
of compliance exceeds a minimum threshold level. Cloud
extension agent configuration view 159 can be provided to the
administrator to allow the administrator to configure indi-
vidual cloud extension agents so that they perform as the
administrator chooses. For example, this can enable an
administrator to configure a cloud extension agent to com-
municate with an Exchange server. This can also include
creating new cloud extension agents on customer premises
120.

FIG. 2 shows a data upload operation. At step 202 cloud
extension agent 124. Retrieved device data from the corporate
servers and determines if any device configuration or status
information has changed. At step 204 cloud extension agent
124 reports status information about the user devices or other
network components to the cloud-based management plat-
form 150. This can be in the form of HTTPS communication.
Device status and configuration information included can be
in an XML format or any other appropriate format. When the
cloud extension agent first starts up, the device status infor-
mation uploaded about devices 126 can be quite large and can
be a snapshot of the entire status of all user devices 126.
During subsequent operation after the cloud extension agent
has been initialized only incremental data about changes to
user devices 126, will be uploaded in some embodiments.

In some embodiments, a scheme format is used to allow
universal formatting of bulk upload data related to mobile
devices. Examples of formats for use with data uploads and
for instructions sent to cloud extension agents are provided at
the end of this specification.

At step 206, bulk upload server 152 determines if any new
devices are included in the datareceived from cloud extension
agent 124. For new devices, bulk upload server 152 can indi-
cates with registration server 153 to initiate a new registration
of'a user device with the device management database 154.

At step 208 registration server 153 works with device man-
agement database 154 to create new records for new devices
that do not have existing records, and for any devices thathave
been deleted based on information received from corporate
servers 122, registration server 153 will delete the record for
those devices from device manager database 154.

At step 210 each device that has updated information will
have this information updated in device management data-
base 154. Any incremental data received by bulk upload
server 152 can be sent to device management database 154 to
update the records for a corresponding device. In this manner,
device management database 154 maintains complete and
accurate up-to-date records of status and configuration infor-
mation of user devices 126. This information can be used by
various user interface managers to present the status informa-
tion to an administrative user.
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For example, device view manager 156 can access device
management database 154 to review status and configuration
information for a subset of devices 126, or individual devices.
At step 212 device view manager 156 accesses device man-
agement database 154 to review information about the current
status of devices 126. This can be either a push or pull opera-
tion. Device view manager 156 can initiate queries of device
management database 154 in response to selection via a web
interface by an administrator 170. Alternatively, device view
manager 156 can regularly access device management data-
base 154 to maintain a display of user device information.

In some embodiments, the device views presented via
device manager 156 through a web portal can be configurable
based on user preferences. Furthermore, the device used can
be configurable based on the source of information for each
device. For example, where the source of device information
is an ActiveSync server, the device view can have a certain
format, while BES server information can have a different
format for display to user. Furthermore, depending on the
type of device and source of information, the available infor-
mation about a device, including the attribute types, can
change. Accordingly, device view manager 156 can take into
account the source of the device data when choosing how to
present the device information to an administrator.

Similarly, alert manager 158 can access device manage-
ment database 154 to determine if alerts are necessary to
display to an administrator based on certain status informa-
tion of user devices 126. At step 214 alert manager 158
receives information from device management database 154
related to alerts. Again, this can be either a push or pull
operation depending on the implementation of the manager.
For example, alert manager 158 can query, based on alert
filters, to determine if certain conditions necessary to trigger
an alert exist in the database. Similarly, alert manager 158 can
register with device management database 154 to regularly
receive certain types of information related to alerts. If the
alert condition exists, alert manager 158 can display an alert
via the screen of a web interface to an administrator, via a text
message, or via an e-mail message.

In some embodiments, the upload of information can
include using the cloud extension agent to upload user and
device information for a defined subset of user devices. This
can allow user groups to be formed and maintained separately
from other devices and users. Similarly, in some embodi-
ments, the upload can be directed based on substantially
real-time actions received by the cloud extension agent from
the XMPP server. In this manner, visibility and control can be
connected. Actions can be sent to the cloud extension agent in
substantially real time, can be initiated via a web interface,
and can cause the cloud extension agent to upload visibility
information pertaining to users or to user devices, or any
dynamically assignable subset thereof, can be gathered and
uploaded to the bulk upload server. Similarly, other types of
actions can be initiated via the substantially real-time mes-
saging through the XMPP server, as described throughout.

FIGS. 3A and 3B show exemplary screenshots of device
views that can be displayed by the device view manager 156
to administrative user via a web interface. FIG. 3A shows an
exemplary display of information related to an exchange
ActiveSync device. In this example, the device is an Apple
i0S device (e.g., an iPhone), which last reported on Dec. 22,
2010, and has an active license assigned to user “akuhn.” As
can be seen the user’s e-mail address the model of the phone
the ActiveSync device ID the ActiveSync identity of the user
and his device, as well as security and compliance informa-
tion can be displayed. Exemplary security and compliance
information includes whether or not the device has current
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credentials to access the exchange server, the last image of
policy information that was applied to the device, and the
remote wipe capability of the device.

The example shown in FIG. 3B is a display (e.g. a webpage
that can be presented via a web portal to of a BlackBerry
device. In this example, hardware information about the
device, including the pin, operating system, memory, other
hardware attributes, and the activation date of the device can
be displayed. Similarly, device identity information, includ-
ing device owner, vendor, office of the user, warranty state,
purchase date, etc. can be displayed.

FIG. 3C shows an exemplary alert view webpage that can
be presented to an administrator through the web portal. In
this exemplary embodiment, the administrator can configure
various alerts and view devices that trigger certain rule-based
alerts. The screen can also display status, rules triggered, time
of alert, and appropriate remedial actions.

FIG. 4A shows an exemplary publication of actions to
cloud extension agent 124 for configuring corporate
resources 122. In this example, an administrator 170 interacts
with device view manager 156 to initiate certain actions
related to a specific device that interacts with corporate serv-
ers 122. For example, this execution flow can be used to
remotely wipe a device. At step 402 administrator 170
requests a specific advice to be taken on a device of the user.
This action is sent to XMPP server 160. In some embodi-
ments, this interaction can be directly between device view
manager 156 and XMPP server 160. In other embodiments,
device view manager 156 can update the record correspond-
ing to device 125 in device management database 154. For
example, a portion of the record for a given device can include
apending action to be taken on the device. XMPP server 160
can access the database and determine that there’s a pending
action to be taken on the device. As a result of step 402, one or
more instructions are created by device view manager, data-
base 154, or XMPP 160 for sending to cloud extension agent
124.

At step 404 XMPP server 160 communicates the action for
the device to the cloud extension agent over connection 110.
As discussed herein, the connection 110 can be initiated as an
outgoing communication to XMPP server 160 from cloud
extension agent, 124, but it enables bidirectional communi-
cation is substantially real-time to allow commands to be sent
from XMPP server 162 cloud extension agent 124.

At step 406 the cloud extension agent 124 executes the
commands received from the XMPP server 162 to cause
corporate servers 122 to execute a specific action. For
example, cloud extension agent 124 can utilize an exposed
communication port by a corporate server 122 that is suitable
to accept configuration commands. Upon receiving the com-
mand from cloud extension agent 124, corporate server 122
can acknowledge the command as well as communicate the
failure or success in executing the command received from
cloud extension agent 124. In the example of a remote wipe,
corporate server 122 can communicate an acknowledgment
of the command as well as communicate when the remote
wipe has successfully executed or has been successfully
scheduled. In some embodiments, the action can be a policy
type action that can be executed on the corporate servers 122,
without requiring the device to check in to complete the
action. For example, a policy requiring all iPhones to have a
certain release of the i0OS operating system can be applied to
corporate servers 122 and can be used by the servers the next
time an iPhone device attempts to access corporate resources
or servers 122.

At step 408 the response received from corporate servers
122 is communicated by cloud extension agent 124 to the
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XMPP server using the XMPP protocol over connection 110.
This can be a simple acknowledgment that the update to the
configuration of corporate servers 122 requested by admin-
istrator 170 has been successfully sent to corporate servers
122 and/or executed by corporate servers 122.

At step 410 the XMPP server communicates to the device
view manager that the action has been scheduled or executed
by the corporate servers 122. This can then be displayed to the
administrator, acknowledging that the requested configura-
tion change has been initiated. The communication between
XMPP server and device view manager can be direct or
through the status information maintained in database 154.

In some embodiments, corporate servers 122 also have
entries in the device management database 154, like those of
user devices 126. This allows device management database
154 to maintain a model of corporate resources, such as
exchange servers, as well as user devices such as mobile
devices that access these resources. This information can be
used by the various managers to display important informa-
tion about the overall status of customer premises 120 to
administrator 170.

At step 412 whenever a mobile device 125 connects to
corporate resources, 122 and a pending actions related to that
device can be executed by the corporate servers 122, the
response of device 125 can be recorded by corporate servers
122 and communicated via cloud extension agent 124 to bulk
upload server 152. This can occur the next time the cloud
extension agent updates status information related to indi-
vidual device 125. For example, where a device is remotely
wiped corporate servers 122 can initiate the remote wipe of
the device 125, when a user connects to a network or accesses
corporate servers. The corporate servers 122 will acknowl-
edge the status change of device 125 and communicate it to
the cloud extension agent 124.

At step 414 cloud extension agent 124 communicates with
bulk upload server 152, any change in status information
related to user device 125, as part of the regular incremental
data upload from the corporate server 122.

At step 416 bulk upload server 152 can communicate
changes in the status of user device 125 to the device man-
agement database 154. Similarly, any previously pending
actions that have been taken on device 125 can now be marked
as complete in the record related to device 125 in database
154. This information can then be displayed to administrator
170 by any of the various managers.

FIG. 4B shows an exemplary screen shot for display to
administrator via device view manager 156 for presenting
available actions pertaining to a specific device 125. Like
device views, the available actions for each device can change
depending on the type of device, as well as the type of server
that the devices connecting to or managed by. These actions
can be directed towards a single device or a group of devices.
As shown by the drop-down window accessible by the actions
tab exemplary available actions for sending to a cloud exten-
sion agent include “remote wipe device,” view recovery pass-
word,” “remove device from exchange server,” and “change
exchange ActiveSync policy.”

FIG. 5A shows the Policy Management flow for updating
policies through the policy manager 157 by administrator
170. This flow can be used to update the policies that can
apply to one or more user devices 126, to ensure security
compliance of user devices. At step 502 cloud extension agent
124 uploads the current image of policies on the corporate
resource servers 122 via the bulk upload server 152. This can
be via an HTTP outbound connection to bulk upload server
152. At step 504 bulk upload server stores the policies in the
database of cloud management platform 154 interaction with
policy manager 157.

Administrator 170 accesses policy manager 157 via a web
interface to view existing policies for corporate servers 122,
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and can further change or publish new policies by the web
interface. At step 506, any changes to existing policies or new
policies created by administrator 170 via the policy manager
157 can be published. In some embodiments, policy manager
157 will store the changes in the policy to device management
database 154. XMPP server 160 will notice changes in the
database or will receive messages from policy manager 157
regarding the policy changes or new policies.

At step 508 the XMPP server 160 uses connection 110 to
begin publishing the policy changes to cloud extension agent
124. Because the XMPP protocol is used over a secure con-
nection policy, changes can occur in substantially real-time.

At step 510 upon receiving the policy changes from the
XMPP server, cloud extension agent 124 interacts with cor-
porate server 122 to change the configuration of policies on
the server. This interaction between cloud extension agent
124 and corporate server 122 can be through any appropriate
means known in the art, including an API or open communi-
cation port.

At step 512 cloud extension agent 124 reports back to
XMPP server 160 that the policy change has been made.
XMPP server 160 can, in turn, update device manager data-
base 154 to reflect the change in status of the policy of cor-
porate server 122.

At step 514 corporate server 122 applies the policy to any
devices that subsequently connect to the resources. Corporate
server 122 can then report the change in status of the device
connecting to cloud extension agent 124 for sending to bulk
upload server 152 to update the status information of the
individual mobile device for which the policy has been
applied.

The available policies for selection by an administrator 170
depend on the type of product being managed by the cloud-
based management platform. However, because the cloud-
based management platform is designed in some embodi-
ments to be extensible to allow integration with many types of
third-party products and servers on customer premises 120,
cloud-based management platform 150 can enable definition
of broad classes of policies, dynamically without downtime
in the third-party products being managed. For example,
cloud extension agents 124 can be extensively configured, to
interact with many third-party servers or applications. They
can include the ability to interact with APIs for various third-
party network products. Because the policy publication flow
contemplates acknowledgment of policies deployed by cloud
extension agent 124, cloud extension agents 124 can effec-
tively synchronize policies amongst third-party network
applications being managed. Effectively, these third party
applications (e.g. corporate servers 122 and applications run-
ning thereon) can be configured as if they were being admin-
istered locally, and may not have any awareness that the
cloud-based management platform is initiating policy Man-
agement.

FIG. 5B shows an exemplary policy definition webpage
that is displayed to administrator 170. In this exemplary
policy, the administrator is configuring the policy related to an
Exchange ActiveSync policy. Here, the administrator may
require a password, require a minimum password length,
allow a simple password, require an alphanumeric password,
require a minimum number of complex characters, limit the
number of failed attempts before a device will be locked,
enforce a password history to require that passwords are not
repeated, and require a given maximum time that a device can
be unlocked before automatically locking.

Table 1 below identifies exemplary use cases and system
behaviors for defining and synchronizing policies for certain
administrative situations that are suitable for use with
embodiments of the present invention, where the cloud-based
management platform is MaaS360®.



US 9,172,766 B2

17
TABLE 1

Usecase

System Behavior

New Customer
Onboarding

New Policy Set
created in 37 party
MDM Server

New Policy Set is
created in
MaaS360 ®

Change in values
of a Policy set in
3rd party MDM
server

Change in values
of Policy Set in
MaaS360 ®

Delete a policy set
in 3rd party MDM
server

Deactivating a
policy set in
MaaS360 ®

Edit Policy Set
name in 3rd party
MDM server

Edit Policy Set
name in

MaaS360 ®

Mark a Policy set
as default in 3rd
party MDM server

Mark a Policy set
as default in
MaaS360 ®

1.
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Details of all policy sets and their values is extracted from 3rd
party MDM Server (e.g. one of corporate servers 122) and
uploaded to MaaS360 ® (e.g. cloud-based management
platform 150)

. With this information, appropriate policy sets are created in

MaaS360 ® and these are “Pseudo-published” so that the
updates are not sent down to 3rd party MDM server again but
policy set becomes available in MaaS360 ® for assignment. On
pseodu-publish, an audit record is created with source of
change being 3rd party MDM server

. Details of this new policy set & its values is extracted from 3rd

party MDM Server and uploaded to MaaS360 ®

. With this information a new policy set is created in MaaS360 ®

and “Pseudo-published”

. Create a new Policy Set. On publishing the same, the

information is sent to 3rd party MDM Server where the policy
set is created

. If policy set exists with the same name on the 3rd party MDM

server, the same is edited with the settings of the Policy set
from MaaS360 ®. Also, a response is sent back to MaaS360 ®
about overriding an existing policy set in 3rd party MDM
server. The Policy set in MaaS36 ® then becomes available
for assignment

. Else, a new policy set is created in 3rd party MDM server and a

success respounse is sent back. However this new policy set is
not uploaded back to MaaS360 ®. On success response from
MaaS360 ®, the same becomes available for assignment

. Changes to the policy set is extracted from 3rd party MDM

Server and uploaded to MaaS360 ®
Make updates to the Policy set in MaaS360 ® and “Pseudo-
publish” this

. On editing and publishing the same, the information is sent

to 3rd party MDM Server along with last published policy
set.

. If policy set being edited no longer exists and error

message is returned

. The Policy set on the 3rd party MDM Server is compared

against the last published policy set.
If both are same, the new changes are
applied and a success response is sent back.
Else the new changes are applied and a
message is sent to inform the administrator
about overriding the policies

. Information about Policy set being deleted in 3rd party

MDM Server is uploaded to MaaS360 ®

. The Policy set is deactivated in MaaS360 ® and its name

changed to <<Original Policy Name>> (Deleted on
<<timestamp of deactivation>>). For ex: “Corporate Policy
Set” after deactivation becomes Corporate Policy Set
(Deleted on 09/01/2010 10:15 a.m.)

. If any device is assigned the policy set or policy set is

default, then it cannot be de-activated

. The Policy set is deactivated in MaaS360 ® and its name

changed to <<Original Policy Name>> (Deleted on
<<timestamp of deactivation>>)

. The action is triggered to delete the Policy set in 3rd party

MDM server

. Change in Policy Set name is detected by a Policy Set with

the same GUID but different name

. This information about change to Policy Set name is

uploaded to MaaS360 ® where the same is updated

. The new Policy Set name for the GUID is sent to the 3rd

party MDM server. The policy set name is changed, if
supported. Else an error is returned.

. Information about new Default policy set is uploaded to

MaaS360 ® and is updated in MaaS360 ®

. Information about changes to Device to Policy assignment

gets uploaded via regular Device information uploads

. The administrator is shown a warning that all devices with

default policy will automatically be assigned the new
default policy

. The Policy set is marked as default in MaaS360 ®
. The action is triggered to mark the Policy set as default in

3rd party MDM server. Resulting changes in Device to
Policy assignment gets uploaded via regular Device
information uploads

18
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TABLE 1-continued

20

Usecase System Behavior

Re-installation of
MaaS360 ® Cloud
Extension Agent
on 3rd party MDM
server

3rd party MDM Server and uploaded to MaaS360 ®.

sets are created and “Pseudo-Published”
3. Deleted Policy sets are deactivated in MaaS360 ®

1. Details of all policy sets and their values is extracted from

2. For existing Policy sets, the changes are made. New Policy

FIG. 6A is an exemplary screen shot of a cloud extension
agent configuration view that can be displayed via a webpage
to an administrator 170. This page can act as administrative
console that helps administrators to centrally control, man-
age, and upgrade cloud extension agents. It can display all
cloud extension agents installed by a customer and can out-
line for resources integrated into those cloud extension
agents, as well as their configuration settings. This page can
allow real-time actions, such as testing and 10, the conduc-
tivity, on-demand data refresh, etc., that can be taken on a
cloud extension agent. This screen can also support alerts in
the event a cloud extension agent becomes nonoperational or
encounters configuration problems.

This screen can be used to configure the individual prop-
erties of the cloud extender itself. In this example, the cloud
extender is configured to interface with an exchange Active-
Sync server and provide visibility services about users. The
screen can display timestamps related to when the cloud
extension agent last reported, when it was installed, when the
configuration was last modified, and when the agent was
activated. The screen can also display information about who
created the agent, the domain in which the agent operates, and
proxy settings of the agent. The screen can also show infor-
mation about the hardware on which the agent is operating. In
this example, the hardware is a Microsoft Windows server
2008 server operating a MaaS360® cloud extender service
package. Information about the version information and
available resources on the hardware can also be displayed.

FIG. 6B is another exemplary view of a cloud extension
agent that can be displayed to administrator 170. Here, the
information is specific to the exchange ActiveSync server
configuration utilized by the cloud extension agent. This
information can include the version of exchange server being
used, status information about the ActiveSync server being
interfaced via the cloud extension agent, quarantine settings
of the exchange ActiveSync server, and exchange server sta-
tistics, such as mailbox statistics.

FIG. 7 shows a plurality of screens that can be deployed as
a wizard for configuring a cloud extension agent via a
webpage. In some embodiments, the configuration settings
selected can be stored directly in the cloud extension agent
created, rather than on the cloud. A first screen allows an
administrator 170 to select the types of corporate servers that
the cloud extension agent will interface. In this example, the
selected servers include an exchange ActiveSync server, a
Lotus traveler manager server, a BES, and a server containing
user authorization information.

An exemplary next display screen includes information
about the prerequisites for integrating the cloud extension
agent with corporate servers. This screen can be used to
display the requirements needed by an agent, and or the server
to successfully integrate. For example, in exchange Active-
Sync server may require a certain version of PowerShell. The
server may also require certain versions be used.

Basic settings, such as username, password, and domain
information for accessing the cloud extension agent, can be
displayed to the administrator in a next screen. Finally,
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advanced settings can be displayed, including configuring the
mailboxes for use by the cloud extension agent.

FIG. 8A shows exemplary flow for managing a cloud
extension agent. Here, the administrator will interact with the
cloud extension agent view 159 via a web portal. At step 602
the administrator can define cloud extension settings in the
cloud-based management platform 150. The webpage(s) dis-
played to administrator 170 can be any of those in FIG. 6A,
6B, 7, or 8B, or any other appropriate configuration.

At step 604, the settings are placed into the device man-
agement database 154, and any changes are noted in the
database. These changes can be communicated to heartbeat
server 162. This allows changes in settings to be noted by
cloud extension agent next time the cloud extension agent
checks in with the heartbeat server 162.

At step 606 cloud extension agent 124 connects to the
heartbeat server at aregular polling interval. Upon connecting
to the heartbeat server 162, the cloud extension agent notices
that the settings have changed. At step 608 the new settings
are downloaded to the cloud extension agent from heartbeat
server 162.

At step 610 any changes and settings are applied to the
cloud extension agent. The cloud extension agent can then
begin operating with those updated settings. In this manner,
administrator 170 may update cloud extension agent settings
via a web interface and within a few minutes, depending on
the polling interval, have those changes sent to the cloud
extension agent operating on customer premises 120.

FIG. 8B shows an exemplary screen shot of a webpage that
may be displayed to an administrator for updating settings on
the cloud extension agent. Exemplary settings here include a
cloud extension policy that defines how to handle devices that
need to be quarantined. In this example, auto quarantines of
devices are enabled. Here, this policy is automatically
approved for all existing devices. The policy can also be
published to all users e-mail addresses to notify users when
their devices are quarantined. The policy can also define the
data query frequency for communicating with the exchange
server for determining status information of connected
devices. An administrator can also define the heartbeat inter-
val for communicating with the heartbeat server. An admin-
istrator can also define a weekly time when an entire snapshot
of all devices will be collected and sent to the bulk upload
server.

FIG. 9 shows an exemplary flow for remote diagnosis of
any cloud extension agents or corporate resources or servers.
By enabling remote diagnosis of components of customer
premises 120, management of a corporate network can be
effectively moved to the cloud and outsourced. This has
inherent advantages, including scalability, and the ability to
operate a corporate network as a turnkey operation without
having to necessarily hire an entire IT staff.

Remote diagnosis can be used to address multiple areas for
potential failure within a network management system. A
remote diagnosis flow can provide a mechanism to collect and
diagnose all aspects of network management system through
logs that are gathered from customer premises without
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manual intervention from the customer. The remote diagnosis
flow can include on-demand actions taken by the cloud exten-
sion agent to create diagnostic logs for review by cloud-based
management platform 150. This can include a log collection
utility accessible to the cloud extension agent 124 that runs in
the background without visible display, notification, etc. on
the customer premises.

In the example shown in FIG. 9 administrator 170 can
interact with cloud extension agent view 159 to define which
log information the cloud extension agent should collect, at
step 702. This log information can relate to status information
of a cloud extension agent, or to the corporate resources or
servers that the cloud extension agent interfaces.

At step 704, the cloud extension agent view interacts with
XMPP server 160, such as through a database 154, to com-
municate the actions related to collecting logs requested by
administrator 170.

At step 706, the XMPP server sends the actions needed to
collect logs to the cloud extension agent via connection 110.
Atstep 708 cloud extension agent, 124 runs diagnosis utilities
or any other actions specified by the XMPP server to collect
the requested logs. In some examples, the log information can
be collected from corporate servers 122. However, in some
instances, the log information can be collected from cloud
extension agents themselves. In some embodiments, step 706
can be performed by the heartbeat server 162, instead of the
XMPP server 160.

At step 710 any long information that is collected by the
cloud extension agent 124 can be uploaded to the network
based management platform, such as MaaS360®, via file
server 164. Because this log information can be quite large, in
some embodiments, a separate file server 164 is provided to
allow bulk upload a large log files without interfering with the
other connections to the cloud extension agent. In some
embodiments, the file server 164 can be provided in a differ-
ent data center than the rest of network management platform
150 to allow flexibility of administrator 172 collectlog files in
any manner in which he chooses.

At step 712 administrator 170 can view the log files
uploaded to file server, 164. This view can be a direct text
level view of the log files provided, which can be in a specified
format, or via a web interface that is similar to the other views
provided, such as that provided by cloud extension agent view
159.

FIG. 10 shows an exemplary flow for a remote upgrade of
a cloud extension agent 124. Here, administrator 170 can
utilize a web portal to cause a cloud extension agent to
upgrade the software that it is running. At step 752 adminis-
trator 170 interacts with cloud extension agent view 159 to
cause it to execute a cloud extension agent action relating to
upgrading the software utilized by the cloud extension agent.

At step 754 cloud extension agent view 159 interacts with
XMPP server 160, such as via device management database
154, to inform the XMPP server 160 that cloud extension
agent 124 needs to execute actions relating to upgrade its
software. These actions can include defining a URL for down-
loading the upgraded software, and may include a security
password or an SHAL1 value, for verifying the identity of the
agent or the file before accessing the file. In this manner, the
cloud extension agent can verify that the software it down-
loads for upgrading is from a verified source. This can prevent
attacks to the cloud extension agent whereby a cloud exten-
sion agent could be maliciously made to download and
improper or more vulnerable software image from a fake file
server.

At step 756 the requested action is sent to cloud extension
agent 124 from XMPP server 160 over connection 110. Upon
receiving the upgrade action from XMPP server 160, cloud
extension agent 124 checks to determine if the requested
upgrade is applicable to cloud extension agent 124 at step
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758. In some embodiments, step 756 can be performed by the
heartbeat server 162, instead of the XMPP server 160.

At step 760 if the upgrade is applicable to cloud extension
agent 124, it connects to file server 164 to download the
upgrade package needed to install any updates to cloud exten-
sion agent 124 and its software. At step 762 the upgrade is
installed and the completed status is reported to XMPP server
160 or to upload server 152.

By providing a remote upgrade flow, cloud-based manage-
ment platform 150 can allow remote administration of cloud
extension agent 124 without requiring administrators of cus-
tomer premises 120 to actively manage cloud extension
agents on the customer premises. This allows outsourcing of
device management to a cloud-based organization and can
allow organizations to successfully manage their networks
without the need to hire large internal IT staffs.

Another aspect of some embodiments of the present inven-
tion is inability to provide load balancing and failover capa-
bilities amongst multiple cloud extension agents. For large
deployments where a customer premises is large or the need
for network management is great, load balancing can be an
appropriate solution. In some embodiments, load balancing is
accomplished by having multiple active cloud extension
agents operating at any given moment. In some embodiments,
customer premises may be divided into multiple regions to
allow separate network management domains to be created to
reduce management overhead. In these configurations, each
active cloud extension agent uploads information and partici-
pates in the management of only those resources within the
customer premises assigned to each cloud extension agent.
The network management platform can use that association
to determine which cloud extension agent to send a given
action.

FIG. 11 shows an exemplary installation of multiple cloud
extension agents 124 across multiple server environments in
a corporate network. In this example, cloud-based manage-
ment platform 150 provides management services to five
cloud extension agents for a single organization. (It should be
noted that in some embodiments a single cloud-based man-
agement platform can be used to supply services to many
organizations simultaneously, but still provide virtual private
services to each organization.) Here, three cloud extension
agents interact with servers in an Exchange environment. The
exchange environment for this organization can be divided
into two regions. These regions can be geographic in nature,
such as a single region being for a single office of an organi-
zation, or can be divided in any other manner suitable for the
organization.

In this example, Region 1 includes three mailbox servers
221, 222, and 223. Mailbox servers to 21 and mailbox server
222. Interface with a single cloud extension agent. Mean-
while, mailbox server 223 interacts with a different cloud
extension agent. In this regard, Region 1 is managed by to
cloud extension agents. Region 2 and mailbox server to 24 are
managed by a single cloud extension agent.

A blackberry enterprise server environment can also be
applied to Region 1 and Region 2. In this example, a single
blackberry enterprise server 231 manages both Region 1 and
Region 2. A single cloud extension agent interfaces with the
BlackBerry enterprise server 231.

Region 1 and Region 2 can also have separate domain
controllers for maintaining user credentials within each
region. These domain controllers can interact with one or
more cloud extension agents.

Similarly, a network management platform can interact
with multiple active and passive clusters of cloud extension
agents. Cloud extension agents can be active or passive to
allow for failover, redundancy. For example, in FIG. 12, a
single network management platform interacts with three
cloud extension agents within an Exchange server cluster. Of
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these three cloud extension agents, a single cloud extension
agent is active, while two cloud extension agents are fully
configured and operating, but are passive to be ready in case
the active cloud extension agent fails. It should be appreci-
ated, that is some embodiments, multiple active cloud exten-
sion agents may be employed to allow for load-balancing or
scalability. Similarly, within a BES cluster a passive and
active cloud extension agent can be employed. In this
example, a single cloud extension agent is provided, without
a fail-over/passive cloud extension agent, to supervise a user
directory server.

By providing a failover cloud extension agent, a network
management system can provide high-availability manage-
ment of customer premises. This can include a watchdog
service where each cloud extension agent observes other
cloud extension agents to ensure that they remain operational.
If one cloud extension agent notices that another cloud exten-
sion agent has stopped working, the observing cloud exten-
sion agent can restart the stopped cloud extension agent. In
this manner, passive cloud extension agents surveyed dual-
purpose role of watchdog agents as well as providing failover
capability. Furthermore, in the event that there are multiple
passive cloud extension agents, these agents can be assigned
priorities, such that the highest priority cloud extension agent
available can take over for a failed cloud extension agent.

FIG. 13 shows the exemplary flow for handling failover
configurations that involve an active instance and a passive
instance of a cloud extension agent. Here, active cloud exten-
sion agent 124 communicates with the network management
platform 150 as described throughout this description. Mean-
while, the passive instance of cloud extension agent 124A
maintains information sufficient to allow it to take over the
active role of cloud extension agent 124 should the need arise.

At step 802 at regular intervals both cloud extension agents
will connect to the cloud-based management platform 150.
This can include, for example, connecting to the heartbeat
server 162. This allows cloud-based management platform
150 to maintain information and configuration or settings for
all cloud extension agents, regardless of whether each cloud
extension agent is active or passive.

At step 804 the active instance of cloud extension agent
124, will connect at regular intervals to cloud-based manage-
ment platform 152 and upload attribute information about
devices and servers that the cloud extension agent is manag-
ing. This step can be performed by interacting with bulk
upload server 152. At step 806, cloud-based management
platform 150 sends actions to cloud extension agent 124, as
discussed throughout this specification. At step 808, if state
information pertaining to the cloud extension agent is
reported to the cloud-based management platform 150. Status
information can include any information about the status of
pending actions, settings, the current status of any resources
being monitored or managed, etc. Similarly, any changes in
the settings to the cloud extension agent can be reported at
step 808. At step 809 any state changes reported by cloud
extension agent 124 are stored in a local database to maintain
status information of active cloud extension agents. Any
changes are noted in the in records pertaining to active
instance 124.

At step 810 any policy changes initiated by an administra-
tor are pushed out to active and passive cloud extension
agents. Here, the XMPP server will send a change policy
action to both active and passive cloud extension agents. This
ensures that passive cloud extension agents also maintain
up-to-date policy information so that they are ready to
become active, should the need arise.

At step 812 any policy settings or other update information
can also be sent to both active and passive cloud extension
agents. In some embodiments, policy changes can be initiated
by an instruction received from the XMPP server and com-
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pleted by a cloud extension agent by downloading a policy
from a URL indicated in the message received from the
XMPP server.

FIG. 14 shows exemplary flow for handing over control
from active cloud extension agent 124 to a previously passive
cloud extension agent 124A, as described above. At regular
intervals cloud extension agent 124 connects to the cloud-
based management platform via heartbeat server at step 802.
If status information or administrative selection indicates that
cloud extension agent 124 is no longer the appropriate active
instance of the cloud extension agent, cloud-based manage-
ment platform 150 can initiate a handover to passive cloud
extension agent 124A.

At step 820, either any server interacting with the cloud
extension agent, such as the XMPP server or a heartbeat
server, can notice that there is a communication error with an
active instance of the cloud extension agent 124. The cloud-
based management platform 150 can determine from this
reported information that cloud extension agent 124 is no
longer suitable for management of customer premises. This
can arise if cloud extension agent 124 has been incapacitated
or breached, crashed, etc.

Upon determining that cloud extension agent 124 is no
longer suitable to be the active instance of the cloud extension
agent managing customer premises 120, cloud-based man-
agement platform sends an inactivate message to cloud exten-
sion agent 124, at step 822. This can be via the XMPP server
160. If cloud extension agent 124 is not currently connected,
the inactivate message can be queued such that the next time
cloud extension agent 124 connects to cloud-based manage-
ment platform 150. It will receive the message.

At step 824 cloud-based management platform 150 sends
an activate message to passive instance 124A. Cloud-based
management platform 150 can also send any state informa-
tion that was previously received from active instance 124. In
this manner, at step 824 cloud extension agent 124A receives
all the information necessary for handover of cloud extension
agent 124’s active role. Subsequently, cloud extension agent
124 A begins the monitoring process of an active cloud exten-
sion agent, managing customer premises 120. At step 826
cloud extension agent 124 A performs all initialization tasks
necessary to complete the handover and sends updated status
information and confirmation to cloud-based management
platform 150 to complete the handover. Accordingly, at this
point, the roles of cloud extension agent 124, and 124 A, have
successfully switched.

Examples of Data Formats

The following are examples of the data formats that can be
used for communications to or from the cloud extension
agent, such as during the various data flows described
throughout this specification.

An exemplary list of the core/generic attributes for describ-
ing user devices 26 is shown in Table 2.

TABLE 2
Attribute Description Data Type
Device ID Unique ID of the Device in the 3" party String
application
Is New Flag that indicates whether the device is Boolean -
new and whether its data is being Yes/No
uploaded for the first time.
Device Name  Name of the device String
Serial Number IMEI or ESN for the device depending on  String
(IMEI/ESN) whether the device supports GSM or
CDMA
Email Address Corporate Email address of the user of the  String

device. Typically this is used to register
the device.
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TABLE 2-continued TABLE 5
Attribute Description Data Type . L
Attribute Description Data Type

Username AD Username of the user of the device - String

dTypllcally this is used to register the 5 Device ID Unique ID of the Device in the String

evice. rd i

Domain Domain of the user of the device String 3 party application
Installed Date  Activation date/time of the device in the Timestamp
Time (GMT) 3" party application. This should be in

GMT Available Internal Free internal memory of the device Float
Last Reported  Last Sync date/time of the device in the Timestamp 10 Storage in GB
Time (GMT) 3" party application. This should be in

GMT
Platform Device Platform - One of following Enumeration .

values - i0S, Android, Windows Mobile, Available External Fre‘l: eXlternal memory of the Float

Windows Phone 7, Symbian, Palm, Storage device in GB

BlackBerry, Others 15
Source Name of the 3" party application that is String

providing the data Total Application Total size of data across all Float

Data applications on the device

An exemplary list of the attributes for describing a device

that is belng derengtered is shown in Table 3. 20 Battery Level Current battery level (in percentage)  Float
of the device
TABLE 3
Attribute Description Data Type Battery Condition Current condition of the device String
- - . - 5 battery
Device ID Unique ID of the Device in the 3 party String
application
Deregistration ~ Date in the 37 party application when the ~ Timestamp . . . )
Date device was deleted/deactivated. This date Last Reported Time Last Sync date/time of the device Timestamp
should be in GMT (GMT) in the 3" party application. This
Deleted By Account in the 3" party application that String should be in GMT
deleted/deactivated the Device ID. 30

An exemplary list of the attributes for hardware, including
corporate servers and the hardware on the customer premises
for hosting the cloud extension agents is shown in Table 4 and 55
Table 5. Table 4 shows the static or basic data associated with
hardware, while Table 5 shows dynamic data associated with

An exemplary list of the attributes related to security and

compliance status of a user device is shown in Table 6. In

the hardware that is likely to change on incremental state addition, information related to the particular states of the
changes. device related to Exchange ActiveSync or BES attributes.
TABLE 4
Attribute Description Data Type
Device ID Unique ID of the Device in the 3 party application ~ String
Device Type Possible device types - Desktop, Laptop, Enumeration
Server, Smartphone, Tablet or Others
Manufacturer Manufacturer of the device String
Model Model Name of the device String
Model ID Model ID of the device String
Platform Serial Platform specific serial of the device. For String
Number ex: Apple Serial Number, PIN, etc
UDID UDID or UUID of the device String
Operating System Operating System and Major Version of String
the device. For ex: iOS 4
Operating System Full Operating System version including String
Version the build number
Software Platform Software Platform version (specific to String
Version BlackBerry)
Modem Firmware Specific to i0S, Modem Firmware Version String
Version
Total Internal Storage  Total internal memory of the device in GB Float
Total External Total external (SD card) memory of the Float
Storage device in GB
RAM RAM on the device (in MB) Integer
Screen Width Screen width of the device Float
Screen Resolution Screen resolution of the device String
Screen Language Screen Language of the device String
Time zone Current time zone offset of the device. Ex: +0530 String
Last Reported Time Last Sync date/time of the device in the 3¢ Timestamp

(GMT) party application. This should be in GMT
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TABLE 6

Attribute Description Data Type
Device ID Unique ID of the Device in the 3" party String

application
Jailbroken or Rooted Applicable to iOS and Android devices. Boolean
Device Indicates whether the device is Jailbroken,

in case of an iOS device or whether it is

Rooted, in case of an Android device
Device Password Status ~ Whether the Password is required to use Enumeration

the device and what is the status of the

device with regards to Password policy

Compliant

Not Enabled

Not Compliant per all requirements

Not Compliant per Profiles

Passcode Policy Configured

Passcode Policy Not Configured

Not Available
Minimum Password Minimum length of the password enforced Integer
Length on the device
Password Quality Quality of the password enforced Enumeration

Numeric

Alphabetic

Alpha-numeric
Maximum Time to Time in minutes after which the device Integer
Lock will automatically lock
Maximum Failed Number of failed password attempts after Integer
Password Attempts which the device will automatically wipe
for Wipe
Encryption Status Encryption Status of the device Enumeration

No Encryption

File-level Encryption (10S only)

Block-level Encryption (i0OS only)

File & Block-level Encryption (i0S only)

Partial Encryption

Encryption Complete
Policy Name Name of the policy enforced on the device String
Policy ID A unique identified for the policy on the device String
Policy Version Currently enforced version of the policy Integer
Last Policy Update Last date/time when any policy update was Timestamp
Date/Time given to the device. This should be in GMT
Policy Compliance Whether the device is in compliance per Enumeration
Status applied policies. Possible values: In-

Compliance, Out-of-Compliance
Is Remote Wipe Whether remote wipe is supported by the Boolean
Supported device
Device Wiped Status of wipe action sent to the device. Enumeration

Possible values: Pending, Complete
Last Wipe Applied Date/time when Wipe was applied. In case Timestamp
Date/Time multiple wipe commands can be sent to the

device (like in case of Exchange server),

this should be the last date/time for the

wipe. This should be in GMT
Last Time Message Last time message was received by the Timestamp
Received by Device device
Last Time Message Last time message was sent from the Timestamp
Sent from Device device
Auto-Backup Whether automatic backup is configured Boolean
Configured for the device
Auto-Backup Frequency of automatic backup Enumeration
Frequency Daily

Weekly

Monthly

Others
Last Successful Last time there was a successful backup Timestamp
Backup Time from the device
Auto-Backup Items excluded from automatic backup Enumeration
Exclusions Messages

PIM Data

MMC Data
Allow User to install Allow the user to install applications Boolean
applications
Last Reported Time Last Sync date/time of the device in the 3¢ Timestamp

(GMT)

party application. This should be in GMT
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An exemplary list of the attributes related to identifying
policies defined on a device is shown in Table 7.

TABLE 7

Attribute Description Data Type

Policy Name
Is Default

Name of the policy

Whether the policy is default for the
customer

Date on which policy was created
Higher level categorization of policies
Name of the policy parameter

Value of the policy parameter

String
Boolean

Created On
Policy Type
Policy Parameter
Policy Parameter
Value

Timestamp
String
String
String

An exemplary list of the attributes related to identifying
profiles defined on a device is shown in Table 8.

TABLE 8

Attribute Description Data Type 20

Device ID Unique ID of the Device in the 3" party ~ String
application

Profile Name Name of the profile

D Unique identified of the profile

Expiry Date Time Expiry date and time of the profile

String
String

Timestamp 25

In addition, other formats can be used to send any other
information contemplated by the embodiments described
herein. For example, information about network status can be
recorded and sent, including static traits such as carrier and
phone number of a device, as well as dynamic information,
such as the current location of the device.

Having thus described several aspects of at least one
embodiment of this invention, it is to be appreciated various
alterations, modifications, and improvements will readily
occur to those skilled in the art. Such alterations, modifica-
tions, and improvements are intended to be part of this dis-
closure, and are intended to be within the spirit and scope of
the invention. Accordingly, the foregoing description and
drawings are by way of example only.
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What is claimed:
1. A method for providing cloud-based network manage-
ment services comprising:
providing at least one cloud extension agent that facilitates
cloud-based management of corporate resources by
execution on one or more computers that are part of a
corporate network, the corporate network being sepa-
rated from the Internet by at least one firewall, the fire-
wall operating independently of the cloud extension
agent, wherein each cloud extension agent is configured
to:
initiate a secure network connection to a cloud-based
management platform, which comprises at least one
remote data center, outbound through the firewall
over the Internet using a standard internet protocol,
gather status information, from one or more local servers
on the corporate network that manage a plurality of
mobile devices that are authorized to remotely access
resources on the corporate network, the status infor-
mation including information regarding the compli-
ance status of the plurality of mobile devices and the
configuration status of one or more local servers,
report the status information to the cloud-based manage-
ment platform via the secure network connection,
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receive, from the cloud-based management platform via
the secure network connection, a set of instructions
for management of the plurality of mobile devices,
and

make changes to the configuration of the one or more
local servers in response to the set of instructions;

providing to an administrator, as part of the cloud-based

management platform, a web-based portal that allows

the administrator to manage the plurality of mobile

devices by requesting configuration changes to the one

or more local servers; and

creating, in response to configuration changes initiated via

the web-based portal, the set of instructions for manage-
ment of the plurality of mobile devices to be sent to the
at least one cloud extension agent via the secure network
connection.

2. The method of claim 1, further comprising:

providing, as part of the cloud-based management plat-

form, a device management database that comprises a
repository of the status information received from the at
least one cloud extension agent.

3. The method of claim 1, further comprising sending the
set of instructions to the at least one cloud extension agent in
substantially real time in response to the configuration
changes initiated via the web-based portal.

4. The method of claim 1, wherein the step of sending the
set of instructions further comprises sending the set of
instructions using an XMPP protocol over the secure network
connection.

5. The method of claim 1, wherein the web-based portal
comprises a dashboard that allows the administrator to view
status and policy information pertaining to the plurality of
mobile devices in substantially real-time.

6. The method of claim 1, wherein the web-based portal
allows the administrator to manage a plurality of policies for
managing the plurality of mobile devices via the Internet.

7. The method of claim 1, wherein the web-based portal
allows an administrator to remotely diagnose problems with
one of the at least one cloud extension agent and the one or
more local servers, via the Internet.

8. The method of claim 1, wherein the web-based portal
allows an administrator to remotely upgrade the at least one
cloud extension agents via the Internet.

9. The method of claim 1, wherein the web-based portal
allows the administrator to publish network policies to the at
least one cloud extension agent via the Internet.

10. A method for extending cloud services into the cus-
tomer premise comprising:

providing a cloud extension agent for execution on a com-

puter that is part of a local network, the corporate net-

work being separated from the Internet by at least one

firewall that operates independently of the cloud exten-

sion agent, wherein the cloud extension agent is config-

ured to:

initiate a secure connection to a remote data-center over
the Internet, outbound through the at least one fire-
wall, using a standard internet protocol,

report, via the secure connection status information
comprising information about the compliance status
of a plurality of mobile devices that are authorized to
remotely access resources on the local network and
the identity of users of the plurality of mobile devices,

receive, via the secure connection, a first set of instruc-
tions for configuration of one or more local resources
on the local network, and
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change the configuration of the one or more local
resources in response to the first set of instructions via
an API exposed by the one or more local resources;
and

providing to an administrator, as part of the remote data-

center, a web-based portal that allows the administrator
to manage the plurality of mobile devices; and
creating, in response to configuration changes initiated via
the web-based portal, the set of instructions to be sent to
the cloud extension agent via the secure connection.

11. The method of claim 10, further comprising:

providing, as part of the remote data-center, a device man-

agement database that comprises a repository of the
status information received from the cloud extension
agent.

12. The method of claim 10, further comprising sending the
first set of instructions to the cloud extension agent in sub-
stantially real time in response to the configuration changes
initiated via the web-based portal.

13. The method of claim 12, wherein the step of sending the
first set of instructions comprises sending the instructions
using an XMPP protocol over the secure connection.

14. The method of claim 10, wherein the web-based portal
comprises a dashboard that allows the administrator to view
status and policy information pertaining to the plurality of
mobile devices in substantially real-time.

15. The method of claim 10, further comprising providing,
via the remote data center, a web-based portal that allows an
administrator to manage a plurality of policies for managing
the first set of mobile devices via the Internet.

16. The method of claim 10, further comprising providing,
via the remote data center, a web-based portal that allows a
user to remotely diagnose problems with one of the cloud
extension agent and the one or more local resources, via the
Internet.
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17. The method of claim 10, further comprising providing,
via the remote data center, a web-based portal that allows a
user to publish network policies to the cloud extension agent
via the Internet.

18. A method for providing cloud-based management of
mobile devices comprising:

providing, at one or more remote data centers, a web-based

interface for management of policies for a first set of
mobile devices that are authorized to remotely access
resources in a corporate network;
maintaining, in a first database associated with the one or
more remote data centers, policy and configuration
information related to the first set of mobile devices;

receiving, over the Internet via a first secure connection
initiated by a first cloud extension agent, a first cloud
extension agent being part of the corporate network and
the imitation using a standard internet protocol, status
information reflecting the compliance status of one or
more mobile devices in the first set of mobile devices;
and

in response to policy changes initiated through the web-

based interface, sending control instructions over the
first secure connection from the one or more remote data
centers to the first cloud extension agent;

wherein the first cloud extension agent is configured to

execute the control instructions to configure one or more
servers on the corporate network.

19. The method of claim 18, further comprising:

selectively presenting the status information to an admin-

istrator using web-based interface.

20. The method of claim 18, further comprising:

receiving, over the Internet, a second secure connection

initiated by a second cloud extension agent using the
standard internet protocol, wherein the second cloud
extension agent is part of the corporate network and is
available in the event of failure of the first cloud exten-
sion agent.



